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Accidents at nuclear plants, such as those at Fukushima and Chernobyl, have increased the public awareness of the severe consequences that can result when system failures occur. However, as the demand for energy increases and low-carbon sources are required, many countries, including the UK and India, see nuclear power generation as an important contributor to meeting these needs.��Risk analysis methods, which originated in the 1970s, require the evaluation of the frequency and consequences of the potential hazards which can occur on nuclear systems. It is these methods which have been used, and are still used, to ensure the safety of nuclear power generation. However, since the conception of the risk analysis approaches, the characteristics of engineering systems have undergone significant changes due to the advances which have occurred in technology. Computer control systems and the use of autonomous systems are now common and this introduces new vulnerabilities to the system. The range of failures and threat events which can cause safety issues is increasing with newly emerging threats due to the severe weather conditions associated with global warming and deliberate terrorist attacks and cyber-attacks of increasing concern. It is likely that new, currently unknown, threat types will continue to emerge. These changes in the systems, their vulnerabilities and their threats mean that new approaches, capable of dealing with these new requirements are needed to ensure the safety and security of nuclear energy production for future reactors.��Resilience engineering is considered to offer significant benefits when considering the effectiveness of safety critical systems on potentially hazardous plants. This approach looks at designing systems which are capable of experiencing threats and have several approaches (known as dimensions) which enable the system to avoid, withstand, adapt to or recover from their effects.��This project examines the benefits that resilience engineering could offer in the context of nuclear safety systems. It indicates the models and data required to predict the resilience of a nuclear power generation plant. Such models will be formulated and applied to a demonstrator system. Through this predictive tool modern nuclear systems can be designed and operated to achieve the high levels of safety demanded. Special attention in the framework will be given to deliberated, intended cyber-attacks and also the role in which humans can play in the recovery of the system following a threat.
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Background and aim

Use the resilience philosophy to
achieve reactor system designs,
operating regimes and recovery
strategies.

A safe and rapid response for any
type of threat occurring at any point
of its lifetime.

Due to new emerging threat types and more 
complex reactor designs traditional risk 
analysis methods are no longer adequate.



Resilience metrics
• The project aims to produce a mathematical modelling framework which uses the

resilience philosophy to achieve reactor system designs, operating regimes and
recovery strategies which result in a safe and rapid response for any type of threat
occurring at any point of its lifetime.

 

Safety rather than performance.
Three quantities are employed to
characterise resilience metrics:

Absorptive capacity - Operation and health
states of the reactor core.
Adaptive capacity - Maintain its
performance.
Recoverability - Time needed to fully
recover.
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Resilience Engineering is still in the early stages of development, and its application in the nuclear industry is limited and not fully explored. 

The project aims to The project aims to produce a mathematical modelling framework which uses the resilience philosophy to achieve reactor system designs, operating regimes and recovery strategies which result in a safe and rapid response for any type of threat occurring at any point of its lifetime.


Unlike traditional resilience assessment to other systems such as power grid, performance against time is not suitable for assessing the resilience of nuclear reactor systems in this form, because the top priority in a NPP is always to ensure safety rather than maintaining normal performance 

Adaptive capacity - 
 that is measured by the probability that the reactor can maintain its performance after an external disruptive event
Absorptive capacity, that is measured by the probability of different operation and health states of the reactor core; 
Recoverability , that is measured by the probability of different times that are needed to fully recover the reactor performance. 




Detection, Response and Recovery

Fault 
detection

Response to the 
fault

• Activate redundancy
• Controlled operation
• Shutdown reactor
• Mitigation process

Recovery 
from the fault

• Corrective
• Preventive

Physical Model

Disruptive 
event



Petri Nets
Petri Net (PN) consists of three basic elements: 

• Places (circles) - represent possible states of the system
• Transitions (rectangles) - are events or actions which cause 

the change of state
 Immediate (filled)
 Timed

• Arcs (arrows) - simply connects a place with a transition or a 
transition with a place
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Immediate Transition - Transitions fires immediately upon its token count being met
Timed transition
Fix delay
Uniform
Exponential distribution 
Weibull distribution
… 




Petri Net Modelling Structure

• Reactor System Petri Net (RSPN) 

• Immediate Response Petri Net (IRPN)

• Mitigation Process Petri Net (MPPN) 

• Recovery and Maintenance Petri Net (RMPN)

Figure: Overall structure of PN model
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Reactor System Petri Net (RSPN) – describes the working and failure states of all the reactor subsystems in the whole system.
Accident Petri Net (APN ) –include all the accidents that a nuclear reactor could experience. 
Safety System Petri Net (SSPN) - describes the working and failure states of the safety systems.
Response Petri Net (RPN) – governing the response to different accidents.
Recovery and Maintenance Petri Net (RMPN) - describes the recovery and maintenance processes.
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Figure : Reactor System Petri Net (RSPN) 
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External disruptive event – case study
Subsystem(s) Probability to be damaged
Offsite power 100 % (earthquake, tsunami, and flood)

Onsite power 100 % (reactor has to shut down due to 
safety issues after detecting the earthquake)

GDCS 40% (assumed)
SDS1 5% (assumed)
SDS2 20% (assumed)
SCS 70% (assumed)

Vacuum building 20% (assumed)
SDG 100% (tsunami and flood)
EDG 92.3% (12 out of 13 failed)

Fire trucks 20% (assumed)

Road 10% no damage; 10% moderate damage; 
80% major damage (assumed)

• The event magnitude is 
assumed to be similar 
with  Fukushima
Daiichi nuclear disaster 
on 11th/03/2011. 

• The impacts of the 
earthquake, tsunami 
and flood to the 
experimental CANDU 
reactor are considered.

• Only the power supply 
is considered.  



External disruptive event – case study
Final status Probability

Normal operation 
continued 𝑃𝑃𝑁𝑁

0%

Recovery within 12 
days 𝑃𝑃𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠

9.55%

Recovery longer than 
12 days but shorter 
than 116 days 𝑃𝑃𝑚𝑚𝑚𝑚𝑚𝑚

24.81%

Recovery longer than 
116 days but shorter 
than 3.5 years 𝑃𝑃𝑙𝑙𝑠𝑠𝑙𝑙𝑙𝑙

13.46%

Reactor damage 
before recovery 𝑃𝑃𝑅𝑅𝑅𝑅

33.70%

Core melt 𝑃𝑃𝐶𝐶𝐶𝐶 52.18%



What’s next
Use the model to investigate the Impact of different factors on the resilience of
reactor systems:
• Different external disruptive events (e.g., earthquake, tsunamis, and hurricane)

• More/less safety systems (e.g., more fire trucks)

• Different safety systems (e.g., HPSIS with larger capacity)

• Effectiveness of emergency response teams (e.g., higher probability of
emergency recovery, and less time to reach target locations)

• Effectiveness of offsite supports (e.g., shorter distance to the NPP)

Automate the construction of the models from the operators/designers system
description
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